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METHOD AND APPARATUS FOR ENABLING ACCESS IN A WLAN 
ENVIRONMENT 

Field of the Invention 

The present Invention relates to an apparatus and method for enabling access in 
a Wireless Local Area Network (WLAN) environment. In particular, but not 
exclusively, the present invention relates to allowing access to WLAN services in 
a manner that facilitates easy billing for the WLAN services. 

Background to the Invention 

Increasingly, Wireless Local Area Networks (WLANs) are being deployed In 
addition to other wireless communication systems such as cellular 
communication systems like the Global System for Mobile Communications 
(GSM) or the proposed Universal Mobile Telecommunications System (UMTS). 
WLANs may be deployed covering only a limited area, such as an individual 
shop or a shopping complex, train or bus stations, office blocks, hotels, Libraries, 
educational establishments etc. and may be operated by the owner of the shop 
or hotel, for example, or may be operated by a third party. Such limited WLAN 
areas may be referred to as hot spot zones. 

Generally, a WLAN is provided with one or more wireless access points via 
which wireless communication devices, such as a WLAN-enabled computer such 
as a lap top computer or a WLAN-enabled Personal Digital Assistant (PDA) or a 
WLAN-enabled cellular telephone or similar subscriber devices, which are within 
the coverage area, are able to gain access to the WLAN. The WLAN may in turn 
provide access to resources, such as the Internet or other communication or 
information networks, which are internal or external to the WLAN operator. Thus 
a user with a wireless communication device capable of accessing the WLAN is 
able to use the WLAN to access the Internet or other communication or 



information networks. One situation where this may advantageously occur is 
when a WLAN hot spot zone is provided in a cafe, to enable a wireless internet 
caf6. Thus for example, a user may take a WLAN-enabled lap top to the wireless 
internet cafe to pick up emails or to access the Internet. 

Billing for the provision of the WLAN services can be a problem for WLAN hot 
spot zone providers, since the setting up and maintenance of a billing system for 
the WLAN can add significantly to the costs of setting up the WLAN.. Current 
billing techniques involve managing WLAN hot spots at a central location, in a 
similar manner to cellular systems, and billing is carries out at the central 
location. However, current approaches do not allow someone to buy a WLAN hot 
spot and bill for it locally, other than by setting up a local billing system. Thus, 
current approaches do not allow the WLAN provider flexibility to determine the 
tariff structure and control their charges. 

There is a need to alleviate the disadvantages of the prior art. In particular there 
is a need to provide a simpler means for a WLAN provider to provide access to 
WLAN services without requiring a large investment In a dedicated WLAN billing 
system. 

According to a first aspect of the invention there is provided a method for 
enabling access to a WLAN communication system comprising: receiving a 
WLAN access request from a WLAN communication device; setting up a 
charging call via a second communication system in response to the WLAN 
access request using second communication system subscription information 
associated with the WLAN communication device; enabling access to the WLAN 
communication system in response to the setting up of the charging call. 

According to a second aspect of the invention, there is provided an apparatus for 
enabling access to a WLAN communication system comprising: means for 
receiving a WLAN access request from a WLAN communication device; means 



for setting up a charging call via a second communication system In response to 
the WLAN access request using second communication system subscription 
information associated with the Wl_AN communication device; means for 
enabling access to the WLAN communication system in response to the setting 
up of the charging call. 

In accordance with the invention, billing for WLAN servicfes provided to a WLAN 
communication device can be achieved using a charging call via another 
communication system. 

The tenn "WLAN communication device" is intended to mean any WLAN-enabled 
device, in particular both dedicated WLAN devices, and also devices that are 
able to access other communication systems, for example a dual mode 
WLAN/cellular device. Examples of such devices are a WLAN-enabled computer 
such as a lap top computer or a WLAN-enabled Personal Digital Assistant (PDA) 
or a WLAN-enabled cellular telephone or similar subscriber devices. 

A charging call Is any type of call in which a proportion of the cost of the call, i.e. 
the revenue generated by the call. Is allocated to an entity other than a provider 
of the communication resources for the call. An example of a charging call is a 
premium rate number call. 

Preferably, the WLAN system fonwards a subscriber infomriation request or 
subscriber authentication request received from the other communication system 
to the WLAN enabled communication device, and fonA/ards subscriber 
information or subscriber authentication information from the WLAN-enabled 
communication device to the other communication system. 

Brief Descriotion of the Drawlnos 



For a better understanding of the present invention, and to show how it may be 
brought into effect, reference will now be made, by way of example, to the 
accompanying drawings, in which: 

Figure 1 illustrates a WLAN network in which the present invention may be 
implemented; and 

Figure 2 shows communications between a WLAN user equipment, a WLAN 
controller and an additional communication system In accordance with one 
embodiment of the invention. 

Description of a Preferred Embodiment 

An embodiment will now be explained with reference to Figures 1 and 2. 

Figure 1 shows a WLAN system 100 and part of a cellular communication system 
200. The WLAN system provides WLAN coverage over a WLAN coverage area 
110. The WLAN coverage area 1 10 substantially overlaps with at leas;t one cell 
210 of the cellular communication system 200. However, it will be clear to a 
skilled person that the degree of overlap is not important to the invention. 

The WLAN system 100 is provided with one or more WLAN access points 120, 
having an antenna 130 enabling wireless communication via WLAN 
communication link 140 with WLAN-enabled communication devices 150, having 
a WLAN antenna 160, within the WLAN coverage area 110. 

The WLAN-enabled communication device also has a subscriber module 170. In 
the illustrated embodiment the subscriber module 170 is a Subscriber Identity 
Module card (SIM card) containing subscription information for the cellular 
communication system 200. However, this is not necessary in all embodiments: 
all that Is required is that the subscriber module 170 contains subscription 
information that can be processed by another communication system, in this 



case the cellular communication system, irrespective of whether the subscription 
information entitles the user to communication services from the other 
communication system i.e. the cellular communication system in the illustrated 
embodiment. 

In Figure 1 , only one WLAN access point 120 and one WLAN-enabled 
communication device 150 is shown, for clarity. However, it will be apparent that 
generally a WLAN system 100 may have a number of WLAN access points 120 
and will provide service to a number of WLAN-enabled communication devices 
1 50 within the WLAN coverage area 110. 

The WLAN system 100 also has a WLAN controller 180 coupled to the WLAN 
access point 120 for controlling access to WLAN system services by the WLAN- 
enabled communication devices and for arranging for billing for the WLAN 
system services provided to the WLAN-enabled communication devices. 

Although both the access control function and the billing function are earned out 
In the WLAN controller 180 in the illustrated embodiment, for simplicity, it will be 
apparent that these functions can be carried out by separate dedicated 
apparatus, and/or either or both functions can be integrated with the WLAN 
access point or any other WLAN infrastructure element, and the precise 
arrangement or location of these functions is a matter of design choice for a 
skilled person. However, as will be apparent, the access control function and the 
billing function are closely related and however arranged these functions should 
be enabled to interact as described below. 

The WLAN controller 180 of the illustrated embodiment is also connected to an 
antenna 190, for providing access to the cellular communication system 200, as 
will be explained later. The antenna 190 may be positioned such that a good 
connection to the cellular communication system 200 can be achieved. If 
possible, the WLAN access point antenna 130 may also serve as antenna 190: 
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alternatively the antenna may be positioned outside the (X)verage area of the 
WLAN system 100, for example outside a shopping center where the WLAN 
system 100 covers a shop within the shopping center. 

The WLAN controller 180 is also coupled to a network 300. Network 300 is 
preferably a communication and/or information network such as the Intemet 300 
in the illustrated embodiment. 

Although the WLAN system 100 in the illustrated embodiment is connected to an 
external network, such as the Internet 300. it is not necessary for the network 
300 to be external to the WLAN system. As one example, a Library may provide 
a wireless LAN system in accordance with the present invention to provide 
access to a Library information network. In addition, for example, a school or 
University Faculty or accommodation block might provide a WLAN to provide 
access to a school, Faculty or general University information network 300. 

The WLAN controller 180 is provided with a billing controller 181; call duration 
timer 182; access counter 183; calling number selector 184 and communication 
system interface 185 to carry out the billing function; and network access 
controller 186 and a WLAN/network interface 187 to carry out the access control 
function. Not all these different elements are necessary in all embodiments, as 
will be clear from the following description. In addition one or more of the 
elements shown separately may be combined depending on choices of the 
skilled person. 

The communications system interface 185 comprises a transceiver and 
associated modulators/demodulators and other elements necessary for 
communication with the cellular communication base station 220. Since such 
elements will be known to a skilled person, a detailed implementation of 
communication system interface 185 will not be explained in further detail herein. 



The communications system interface 181 acts under tlie control of billing 
controller 181. Billing controller 181 is also coupled to call duration timer 182, 
access counter 183 and calling number selector 184. Billing controller 181 is 
coupled to the WLAN access point 120 to receive messages from and to send 
messages to the WLAN communication device 150. Billing controller 181 is also 
coupled to the information network access controller 186 to control access by the 
WLAN user device 150 to the communication network 300. The WLAN/network 
interface 187 is coupled between the WLAN network 100 and the network 300 
and comprises switches and/or other coupling arrangements to allow the WIJ\N 
user device 150 access to the network 300 under the control of the network 
access controller 186. 

The function and operation of these different modules within the WLAN controller 
180 will be explained in more detail with reference to Figure 2. 

Figure 1 also shows a conventional cellular communication system 200 in 
outline. The detailed construction and operation of the cellular communication 
system is not relevant to the invention and will be known to a skilled person and 
so only parts relevant to the present invention will be explained. 

In the illustrated embodiment, as indicated above, WLAN system 100 falls 
substantially within cell 210 of the cellular communication system 200. Base 
station 220 of cell 210 is provided with an antenna 230 and provides 
communication services to wireless communication devices within the coverage 
area of cell 210. The base station 220 is coupled to the rest of the cellular 
network 230 for routing calls for wireless communication devices within cell 210 
to and from another communication device attached to the cellular network (not 
shown for clarity) or an external circuit switched or packet network 240. The 
cellular communication system 200 is also provided with subscriber 
authentication and billing systems 250. The detailed arrangement of the cellular 
system 200 and particularly the authentication and billing arrangements for the 
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cellular system are not relevant to the invention and, as they will be known to a 
skilled person, these arrangements will not be described further herein. 

As will be known to a skilled person, generally in cellular communication 
systems, the user device holds subscriber information, for example in a 
Subscriber Identification Module (SIM card) in the GSM and other systems, used 
to authenticate access to the cellular communication network and to allow for 
billing of the subscriber for communication services provided. During operation of 
the cellular communication system, when the base station 220 receives a call 
request from a user device in the coverage area of the cell 210, an authentication 
request Is sent to the user device. The user device responds to the 
authentication request using the subscriber information held in the SIM card and 
once the response has been authenticated to determine that the SIM card 
subscriber is entitled to service, the requested call is set up in accordance with 
the cellular communication system protocols. The billing system is notified of the 
call and adds the cost of the call to the subscriber bill (or subtracts the cost of the 
call from the pre-paid value, for pre-pay systems). It should be noted that the 
billing computer and the authentication server are generally co-located. 

The operation of the illustrated embodiment, which allows access to WLAN 
services in a manner that enables billing of WLAN services without requiring a 
separate WLAN billing system, will now be explained with reference to Figure 2. 

Figure 2 illustrates schematically the interactions between the WLAN user 
device 150, the WLAN system 100 and a cellular communication system 200 
during a WLAN access set up during operation of the illustrated embodiment. 
The internal operation of the cellular communication system 200 is not illustrated, 
since this operation is conventional and will be known to a skilled person. In 
addition the Illustrated signaling between the WLAN system 100 and the cellular 
communication system 200 is Illustrated In outline and in principle only: the 



skilled person will be able to adapt the illustrated signaling to the other 
communication system as necessary. 

Firstly, when the WLAN user device 150 detects the presence of the WLAN 
networit and/or at power on of the WLAN user device 1 50 in the WLAN coverage 
area 110, the WLAN user device 150 sends an associate message 410 to the 
WLAN access point 1 20 and the WLAN access point 1 20 sends an accept 
message 420 back to the WLAN user device 1 50 over the WLAN communication 
link 140. This exchange of messages creates an association of the WLAN user 
device 1 50 with the WLAN network 1 00, and is conventional. 

Then when the user wishes to access the WLAN 100, for example to download 
information from the Internet 300, the WLAN user device 150 sends a request 
service message 430 to the WLAN controller 180. The request service message 
430 is received by the billing controller 181. In response, the billing controller 181 
sends a SIM access request message 440 back to the WLAN user device 1 50 
and also initiates a call using the cellular communication system by sending a 
standard access request message, referred to in Figure 2 as begin call message 
450, to the base station 220 using the communication system interface 185. 
Clearly, although the SIM access request message 440 is shown as being sent 
before the begin call message 450, in practice these messages are likely to be 
sent substantially simultaneously and the precise order is immaterial. 

In accordance with the standard cellular communication system protocol, a first 
authentication request message 460 is sent from the cellular system 200 and is 
received by the billing controller 181 via the communication system interface 185. 
In response the billing controller 1 81 sends a second authentication request 
message 470 to the WLAN user device 150. Typically the data or content portion 
of the first authentication request message 460 and the second authentication 
request message 470 will be the same, so that the subscriber module 170 of the 
WLAN user device 150 can respond to the authentication request 470 as if it had 
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received the first authentication request message 460: however, the modulation 
and other wireless transmission parameters used for the first authentication 
request message 460 and the second authentication request message 470 will 
be adapted to the cellular communication system 200 and the WLAN 100 
respectively, and will therefore be different. 

On receipt of the second authentication request message 470, the subscriber 
information module 170 generates an authentication response, which the WLAN 
user device 150 sends to the WLAN controller 180 as a first authentication 
response message 480. The billing controller 181 of the WLAN controller 180 
receives the first authentication response message 480 and in response the 
billing controller 181 sends a second authentication response message 490 to 
the base station 220 via the communication system interface 185. Once again, 
typically the data or content portion of the first authentication response message 
480 and the second authentication response message 490 will be the same, so 
that the base station 220 can respond to the second authentication response 
message 490 as if it had been received directiy from a user device haying the 
subscriber module 170: however, the modulation and other wireless transmission 
parameters used for the first authentication response message 480 and the 
second authentication response message 490 will be adapted to the WLAN 100 
and the cellular communication system 200 respectively, and will therefore be 
different. In addition, it should be noted that the speed of response must be kept 
sufficientiy short to avoid timeout of the authentication process by the cellular 
system 200. 

Once the subscriber information in the subscriber module 1 70 has been 
authenticated by the cellular communication system 200, the base station 200 
sends a call up message 500 to the WLAN controller 180. The call up message 
500 is received by the billing controller 181 via the communication system 
interface 185, and the billing controller 181 then causes the communications 
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system interface 185 to set up a call to a designated number by sending a dial 
message 510 to the base station 220. 

In the simplest embodiment the same designated number is used for all such 
calls. In other embodiments, the number to be called is selected from a plurality 
of numbers stored by the calling number selector 184. This will be explained in 
more detail below. 

The cellular communication system call is a charging call, ie is a call to a number 
that enables a proportion of the cost of the call as billed to the user via the 
subscriber Information held in subscriber module 170 to be allocated to a party 
other than the provider of the communication system resource. In this case, the 
WLAN operator is the third party. An example of such a number is a premium 
rate number such as used in the UK. 

Once the call has been set up 510, the billing controller 181 sets the call duration 
timer 182 in step 520 and also sets the access counter 183 In step 530. In 
addition, the billing controller 181 also instructs network access controller 186 to 
allow the WLAN user device access to the network 300 via the WLAN/network 
interface 187, step 540. Again, these steps are Intended to occur substantially 
simultaneously, and the precise ordering of these steps is immaterial. 

In one particular embodiment, the call charge rate derived by the WLAN operator 
from the charging call set up in the cellular communication system corresponds 
to the desired earning rate for the WLAN operator. In this situation, it Is not 
necessary to provide separate call duration timer 182 and access counter 183 
since the billing controller 181 need only to ensure that the cellular call lasts as 
long as the WLAN access session. 

More generally, however, the WLAN operator will set a tariff allowing a fixed time 
period or fixed data transfer amount for a certain charge, Thus, the call duration 
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timer 182 is set to count the time necessary for the WLAN operator to recover the 
desired charge from the call charge rate derived by the WLAN operator from the 
charging call set up in the cellular communication system. The access counter 
183 is set to measure the data transferred or to count the access time. The 
access counter 183 may be additionally coupled to the WLAN/network interface 
187 and/or the network access controller 186 if the access counter 183 is set to 
measure the data transferred. 

In the illustrated embodiment tariff is based on an access time charge and the 
time necessary for the WLAN operator to recover the desired charge from the 
call charge rate derived by the WLAN operator from the charging call set up in 
the cellular communication system is less than the allowed access time. So 
referring once again to Figure 2, the call duration timer 182 expires at step 550 
and the billing controller 181 ends the charging call by causing the 
communication system interface 185 to send base station 220 and end call 
message 560. Again, the precise signaling will depend on the protocols of the 
communication system 200 which will be known to a skilled person. At this point, 
the WLAN operator has received the charge for use of the WLAN network. 

In this embodiment, the tariff selected is based on duration of access, and the 
WLAN user device is able to access networi< 300 via the WLAN until the access 
counter 183 expires at 570. 

At this point, in the simplest embodiment, the billing controller 181 informs the 
information network access controller 186 that access is no longer permitted, and 
the network access controller 186 controls the WLAN/network interface 187 to 
prevent further access by the WLAN user device 150 to the network 300. 

In the illustrated embodiment, however, once the originally paid for access has 
expired, the billing controller 181 sends a continuation enquiry message 580 to 
the WLAN user device 150 asking whether more access is required, and the 
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WLAN user device responds with a positive continuation message 590, indicating 
that further WLAN access is desired. On receipt of a positive continuation 
message 570, events 440-570 as described above are repeated, shown in Figure 
2 as additional events 600-730. As events 600-730 are the same as events 440- 
570 described above, no further explanation will be made. 

Once the additional paid for access has expired in step 730, the billing controller 
181 sends a continuation enquiry message 740 to the WLAN user device 150 
asking whether more access is required. If either the WLAN user device 
responds with a negative continuation message 750 as shown, or altematively a 
timeout occurs, the billing controller 181 determines that no further access is 
required by the WLAN user device, step 760, and returns to waiting for receipt of 
a request service message, as described above. 

In other embodiments of the invention, the WLAN operator may provide a 
number of different tariffs for selection by the user, based on different 
combinations of flat connection charge and/or time-based charge and/or data 
transfer charge, for example, thus providing the user with choice, and enabling 
WLAN operators to differentiate their service from competing WLAN providers. 
The different tariffs may be selected by the user via information included in the 
request service message 430 and/or by providing different request service 
messages for each of the available tariffs, or by means of additional negotiation 
or signaling, as will be apparent to a skilled person. 

In some embodiments, a plurality of different charging numbers to which 
charging calls are made may be provided. The different numbers can be set up 
to yield different charging rates for the WLAN operator. One possibility is for 
different charging numbers to be allocated to different tariffs, so that the higher 
charging tariffs are associated with higher yielding charging numbers. This allows 
the call duration on the cellular communication system 200 necessary to recover 
the WLAN charges to be minimized for all WLAN accesses, irrespective of the 
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tariff being used, thus reducing congestion on the cellular communication 
system. 

In embodiments where a plurality of different charging numbers are provided, for 
any particular call, the billing controller and/or the calling number selector 184 
select the appropriate charging number and a charging call is set up to the 
selected charging number for the required duration to generate the desired 
charge for the WLAN operator. 

Thus, as described herein, the WLAN operator causes a charging call to be 
made via another communication system using user subscriber information 
acceptable to the other communication system to a charging number from which 
the WLAN operator derives a proportion of the call cost. Thus the WLAN operator 
may control access to WLAN services and may charge for the WLAN access 
without having to implement a dedicated WLAN billing system. 

The illustrated embodiment above has been described above with reference to a 
cellular communication system and a SIM card. However, other embodiments 
are envisaged in which other communication systems are used to set up the 
charging call: in particular a fixed line charging call may be used in some 
arrangements. In addition, although a SIM card is used in the described 
embodiment, in fact any means of storing subscriber information that is 
acceptable to the second communication system and can be processed by the 
other communication system can be used. For example a reverse charge calling 
card may be used in a fixed line system to provide the benefits of the invention. 

Although, as described with regard to the illustrated embodiment the call to the 
other communication is made using subscription information for the other system, 
in principle it is not necessary to hold a subscription for communication services 
to the other communication system. All that is necessary is that the subscription 
information held by the WLAN-enabled communication device is in a form that is 
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accepted by the other communication system and can be processed by the other 
communication system billing system. 

Furthermore, although in the described embodiment access to the subscription 
information required to set up the charging call is provided by forwarding the 
authentication request and the authentication response, other possibilities for 
accessing the second communication system using the subscription information 
may be used. For example, the WLAN system may store second communication 
system subscription information for WLAN users, or may obtain such information 
in a separate process, prior to acting as a proxy using the subscription 
information directly to access the second communication system to set up the 
charging call. 

Thus the present invention relates to a method and apparatus for enabling 
access in a WLAN environment, and in particular the present invention relates to 
allowing access to WLAN services in a manner that facilitates easy billing for the 
WLAN services- 

In response to a WLAN access request, a charging call is set up in a second 
communication system using second communication system subscription 
infomiation. The charging call is made to a number that provides for a proportion 
of the cost of the call to be allocated to the WLAN operator. Thus the WLAN 
operator is able to receive revenue for providing access to the WLAN via the 
charging call, which is billed for via the second communication system biling 
system. Thus, it is not necessary for the WLAN operator to operate a separate 
billing system. 



